
 

Edmodo Case Study for COPPA Compliance  “Edmodo Test” from  Securiti white paper 
 
On May 22, 2023, the Federal Trade Commission (FTC) announced a proposed order against 

Edmodo, an educational technology platform, for violations of the Children’s Online Privacy 

Protection Act (COPPA) Rule and Section 5 of the Federal Trade Commission Act (FTC Act). On 

June 28, 2023, Edmodo settled with the Department of Justice and the Federal Trade 

Commission, agreeing to a permanent injunction and a $6 million civil monetary penalty. 

However, the monetary penalty is suspended due to the company’s inability to pay as it shut 

down its operations on September 22, 2022. 

As per the FTC’s complaint, until its closure of business in September 2022, Edmodo offered a 

platform for virtual classes to schools and teachers in the United States and collected the 

personal information of students (e.g., name, email address, date of birth, phone number and 

persistent identifiers), which it used to provide advertisements. The organization allegedly 

violated the COPPA Rule by: 

 

Edmodo COPPA Screen360.tv  

failing to provide direct 
notice to parents of its 
information practices;  

failing to obtain 
verifiable parental 
consent prior to 
collecting, using, or 
disclosing children's 
personal information; 

 

Obtain Parental Consent 
With a few exceptions, the 

general rule under COPPA is that 

organizations must directly 

notify parents/guardians of 

children and seek their verifiable 

consent "before" collecting 

children’s personal data on 

online platforms 

●​ Screen360.tv has 
completed an IRB 
(Internal Review 
Board) from the State 
of Kansas. 

 

Parental Permission Form 
 
Photo/Video Release  
 
 

 

Relying on the consent 
of the schools or 
teachers for the 
collection of personal 
information which was 
used for 
non-educational 
purposes. 

 

Recognize the Role of Education 
Platforms in Obtaining COPPA 
Consent 
The COPPA Rule empowers 

schools to either act as parents' 

representatives and obtains 

consent on their behalf or to 

operate as an intermediary 

between operators and parents 

to directly obtain consent from 

parents. An organization can only 

utilize a child's personal 

information for educational 

purposes when the school acts as 

the parent's agent. An Edtech 

 

●​ Screen360.tv ‘s 
intention is to help 
learners cultivate 
lasting cultural literacy 
through better 
understanding how 
vivid memories of a 
learning event continue 
to contribute to lifelong 
learning.  

 
●​ Our use of student 

information is to provide 
each a unique code for 
onboarding. Full names 

https://securiti.ai/blog/ed-tech-companies-and-ftc/#:~:text=and%20noncompliance%20penalties.-,Obtain%20Parental%20Consent,personal%20data%20on%20online%20platforms.
https://www.ftc.gov/system/files/ftc_gov/pdf/2023129edmodojointmotionorder.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/edmodocomplaintfiled.pdf
https://drive.google.com/file/d/1tF5CPLGh7cFDc5k_XSYsxW6Q1p7yv7eN/view?usp=sharing
https://drive.google.com/file/d/1CWAckXjkZjOgfbXKI8zY4NEzlGHl4G19/view?usp=sharing
https://securiti.ai/glossary/consent/


 

company may use the school as 

an intermediary to obtain 

consent if it intends to use a 

child's personal information for 

commercial (such as advertising) 

purposes, but only if it has 

provided the school with 

adequate information and 

monitors whether consent is 

obtained. 

 

are not used.  
 

●​ Collected data in the 
form of survey 
responses are 
de-identified. Our 
reports will read: first 
name, grade level and 
“quote” 

 
●​ Similarities and 

patterns will be 
visualized and reported.  

 
●​ Responses will be 

further coded for 
quantification. 
 

●​ Screen360.tv will work 
with the school to 
obtain appropriate 
consent 

 
 

Failing to adequately 

disclose to the 

schools or the 

teachers what 

information the 

company collected 

and how they could 

go about obtaining 

parental consent; and 

 

Publish Clear and 
Comprehensive Privacy Policies 
Ensure that the organization's 

activities regarding the 

collecting and processing of 

children's personal data are 

clearly outlined in the privacy 

policy. The privacy policy should 

outline the data controllers, the 

categories of data collected, 

how that data is used and 

disclosed, and the parents' rights 

to review, update, or delete 

their child's personal data and 

prohibit further data collection 

and use. The privacy policy 

shouldn’t contain any irrelevant, 

contradicting, or confusing 

information. 

 

Screen360.tv must create 
 
Screen360.tv is a learning tool 
and laboratory for education, 
research and production.  
 
Student emails, which 
teachers/guides access,  are 
replaced with individuated, AI 
produced code.  
 
Qualitative data is de-identified 
and coded for reporting.  
  
Data collected is returned 
anonymously as feedback to 
users for learning purposes.  
 
Data is not sold in any way.  
 
Anonymized data may be 
shown in reports. 

https://securiti.ai/what-is-a-privacy-policy/


 

 

 

 

Limit Data Collection 
Edtech organizations, or other 

organizations in general, should 

only collect information that is 

necessary for the proper 

functioning of their services. 

Without the parents' explicit 

consent, they should refrain 

from collecting sensitive 

personal information such as 

social security numbers or 

addresses. 

 

Show that we’re not 
collecting -  
 
It is encrypted and behind a 
VPN 
 
 

Retaining personal 

information collected 

online from children 

for longer than 

reasonably necessary 

to fulfill the purpose 

for which the 

information was 

collected. (COPPA 

prohibits storing 

children's personal 

information for any 

longer than is 

reasonably required 

to achieve the 

intended goal); 

 

Limit Data Retention 
Children's personal 

information should only be 

kept by organizations for as 

long as is necessary to achieve 

the purposes for which it was 

collected. When the data is 

no longer required, it should 

be safely deleted. 

 

Information will be retained 
for one year, while the user 
has an active account. 
 
Don’t have a method for 
deleting account…manual. 
Future, using an API to 
delete…save for Phase 2 
 
 
Train team member - 
 Phase 2 

 

Secure Data Storage 
To protect the personal 

information they collect from 

children, Edtech companies 

should implement the 

necessary security measures, 

including access controls, 

encryption, regular security 

●​ Cognitiv’s security 
certification: ISO 
27001 Server 
Security International 
Standards 

 
●​ Using AWS cloud 

services, Amazon 
security and regular 

https://securiti.ai/glossary/social-security-number-ssn/
https://securiti.ai/glossary/access-control/


 

audits, etc. Furthermore, only 

organizations qualified to 

uphold the security and 

confidentiality of the data 

should be given access to 

children’s personal 

information. 

 

auditing protocols are 
inherited.  

 
●​ Physical security for 

sites 

 

Empower Parents with 
Access and Control 
Edtech organizations should 

provide parents with options 

to limit the collection and use 

of their children's information 

and the access to evaluate 

the personal information 

collected on their children. 

 

Screen360.tv delivers 
unique identifiers to allow 
each student to onboard. 
 
We deliver feedback coded 
for insight, eg. 27% of 
respondents showed a 
change in pace when giving 
their “Takeaway.” Or 54% of 
students had two or more 
conversations.  

 

Train Employees and 
Contractors 
It is critical that organizations 

train their employees as well 

as third-party contractors 

about COPPA requirements 

and recommended procedures 

for safeguarding children's 

privacy, including training on 

data processing, security 

procedures, and the 

significance of upholding 

privacy standards. 

 

Cognitiv’s security 
certification is 
 
ISO 27001 (v.2022) 
Server Security International 
Standards 
 
This certification level 
serves  

1)​ Educational 
Technology 

2)​ the banking industry 
3)​  Government 

 

 

Regularly Audit and Assess 
Compliance 
Edtech companies should 

conduct regular audits, such 

as assessing data collection 

procedures, privacy policies, 

Amazon has a stringent 
auditing protocol.  
 
Cognitive has stringent 
auditing protocol.  
 
Screen360.tv’s learning 

https://securiti.ai/glossary/data-processing/


 

and security precautions, to 

find potential vulnerabilities 

or development opportunities. 

 

scientists engage regularly 
in assumption bias analysis. 

 

Don’t Use Coercion to Obtain 
Children’s Personal 
Information 
Children should not be 

required to provide more 

personal information than 

necessary to participate in 

any online activity. 

 

 
 
In our study, participants are 
informed that they can stop 
whenever they like. This is in 
accordance with Internal Review 
Board standards (IRB). 
 

 

   

 
 
 

 
 
 

Screen360tv FERPA STATEMENT  

FERPA Family Educational Rights and Privacy Act 
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html 
 
 
Screen360.tv complies to FERPA with Parental permissions and full transparency with participating 
schools. We have tested with parents and parents are welcome to participate in coordination with 
schools. Parents can also organize as a “home school” to have regular access to Screen360.tv.  Further 
engagement with parent groups, PTAs and national organiztions will take place in the 2025-2026 School 
Year. We welcome participation. 

 

https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
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